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How to start?

In order to start, please visit www.consentmanager.net. In the right top corner you will find the
loginicon. Once you are logged in, you will find several new items in the menu:

Home - Short Overview on your CMPs

CMPs - Add/edit your CMPs

Designs - Add/edit your designs

Texts - Add/edit your texts

Cookies - The Cookie Crawler

Reports - See reports for your CMP and pubvendors.json

Consent Log - Request a consent log from our database

Vendors - See the global vendor list (GVL) and the changes for the various versions

As afirst step you should create a CMP and add the Code to your website. All other changes
can be done in the system without the need to change the code on the website.

Setup your website and CMP

In order to get the CMP integrated into your website, you first need to setup at least one CMP
in our system. Therefore please go to “CMPs” and click on the “Add New CMP” button.

The following settings might be of interest for you:

CMP name - Can be any name, domain or URL. A “CMP” in our system is not restricted
to be exactly one physical website but can also be a group of websites or just a sub-
channel of a website.

Logo-URL & Privacy-Page-URL - Make sure you add these URLs as they will influence
the Acceptance-Rate of your CMP.

Designs - Select the designs that should be shown. Selecting no design will be treated
the same way as if you selected all designs. If you choose more than one design, the
system will rotate these designs and optimize for the design with the highest
acceptance rate.

Vendorlist - Depending on your understanding of the GDPR law you can or must
choose the whitelist. In order to choose/edit your whitelist, please save the website
first. Once you saved a website with whitelist vendor setting, a link in the websites-list
will appear, allowing you to edit the vendor list:


http://www.consentmanager.net/
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My Websites

[1 Add New Website

[3 Add New Website

Important note: If whitelisting is enabled, the IAB CMP specs do no longer allow global
consent cookies. This means, that all visitors on your website need to asked (again),
even if they already gave consent on a different website. If whitelisting is disabled, a
visitor can give consent on website A and another website B can use the same consent
decision without the need to ask the visitor again.

Non-EU Visitors - If disabled, the CMP will only appear for visitors that are from
countries within the EEA. If enabled, the CMP will appear to all visitors.

Create own Design/s

We already created some default designs for you that can be used. Anyhow, if you want to align
the appearance of the CMP to your website, you can create an own design. In order to do this,
please login, go to “Designs” and click on the “Add New Design” button.

The following settings might be of interest for you:
Name - Any name that you want
Position - Where to display the CMP screen on the page

Hide website - if enabled, the website is hidden behind the CMP screen with a (partly)
transparent layer. You can set the opacity (transparency) and color of the layer in the
settings below.

Click behavior - how the CMP should react if a visitor clicks on the background (the
layer that hides the website)

No-Button - if the “Reject all” button is visible or hidden

Close-Button - you can show a close button (X in the right top corner of the CMP
screen) in addition/instead of the No-Button

Font Settings - you can set font-size, line height, color and style for all text elements of
the CMP screen.

Box settings - you can set the background color, borders and paddings of the box
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Note: The logo and privacy-url are not part of the design but of the website-settings. Therefore
adesign can be used by multiple websites.

Note: Make sure you select the new design in website-settings once you created it.

Aligning Texts

The CMP automatically shows the texts in one of the 25 languages that are present in the EEA.
Therefore we created the texts that matches the most cases and should “fit” the legal
requirements of most countries and most of our clients.

If you want to add/edit the texts please login to your account and follow these steps:

1. Goto“Texts”
2. Choose the design and the language you want to edit the texts for
3. Change the texts and press the Save button

Note: Leaving a field empty restores the original/default text for this text. If you want an empty
field, please insert a space.

Note: All texts can be used with macros/placeholders:

[cmp] - will be replaced by the CMP name from your settings

[CMP] - will be replaced by the cmp name from your settings with uppercase first
character

[domain] - will be replaced by the domain name of the current page the visitor is on (e.g.
www.mysite.com)

[Domain] - will be replaced by the domain name of the current page the visitor is on with
uppercase first character (e.g. Www.mysite.com)

[host] - will be replaced by the domain name of the current page the visitor is on (e.g.
mysite.com)

[Host] - will be replaced by the domain name of the current page the visitor is on with
uppercase first character (e.g. Mysite.com)

Further customization of the CMP

All HTML elements of the CMP screen output can be further customized by using CSS on your

”» ”»

website. Therefore all relevant elements have a CSS-class (<element class="...”>) starting with

»n o« n o«

“cmp” (e.g. “cmpbox”, “cmpclose”, “cmplogo” and so on).
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Integrating the CMP into your website/s

In order to integrate the CMP code into your website, please login to your consentmanager.net
account and click on “CMPs”. On this site you will find a table with all of your CMPs. For each
CMP you will find a link “Get CMP code” which will lead you to a page where you can find the
standard CMP code.

yetup using Copy&Paste

Download code file

Please make sure you copy the complete and unchanged code into your website. Copy the code
directly behind the <body> tag in your website.

Note: The CMP code may be delivered via TagManager or the adserver as long as no unfriendly
iframes are used (friendly iframes are possible). Anyhow we do not recommend to deliver the
code via an adserver due to legal issues.

Note: Once the code is created, it will never change. You can edit your CMP settings, designs
and texts in our system without the need to change the code on your website.

The code can also be integrated into your website using our WordPress Plugin. You can find the
plugin here: https://wordpress.org/plugins/consent-manager/

Using a synchronous CMP code

In some cases it can be necessary to use a synchronous version of the CMP code. In order to
use the CMP code in this way, please use the following lines of code:

<link rel="stylesheet"
href="https://consentmanager.mgr.consensu.org/delivery/cmp.min.css" />

<script type="text/javascript"
src="https://consentmanager.mgr.consensu.org/delivery/cmp.min. js"></script>
<script type="text/javascript"
src="https://consentmanager.mgr.consensu.org/delivery/cmp.php?id=XXX"></script>

Please make sure to replace “XXX” with the ID of your CMP.


https://wordpress.org/plugins/consent-manager/
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Using the CMP with AMP websites

In order to use the CMP with a website that is build with AMP (https://www.ampproject.org/)
the following steps need to be done:

1. Add the following line to your <head> section:
<script async custom-element="amp-consent"
src="https://cdn.ampproject.org/v0/amp-consent-0.1.3s"></script>

2. Add the consent layer code to the <body> section. The code can be found under CMPs
> GetCMP Code >"Setup for AMP websites”. Example code:

<amp-consent layout="nodisplay" id="consent-element"><script

type="application/json">{ "consents": { "consentmanager-consent": {
"checkConsentHref":
"https://consentmanager.mgr.consensu.org/delivery/amp.php?id=XX&type=
check", "onUpdateHref":

"https://consentmanager.mgr.consensu.org/delivery/amp.php?id=XX&type=
update"™, "promptUI": "consent-ui"} } }</script><amp-iframe
id="consent-ui" height="200" width="400" resizable sandbox="allow-
scripts allow-forms allow-same-origin" layout="responsive"
frameborder="0"
src="https://consentmanager.mgr.consensu.org/delivery/amp.php?id=XX&t
ype=consent"><amp-img
src="https://www.consentmanager.net/images/logo.png"
layout="nodisplay" width="0" height="0" placeholder></amp-img></amp-
iframe></amp-consent>

Please note, that AMP does not support all features. Here are some examples for features that
are not supported via AMP:

e Position of the layer is always bottom / full width

e Automatic consent via scroll/navigate is not possible

¢ Consent type is always domain specific

e Sijze of the layer is fixed, hence paddings/borders are limited
e Oncethe consentis given, AMP controls the further behavior
¢ AdBlocking / Postponing is not possible

Please note, that there will be an update to the AMP framework in the future, which will allow
AMP more features.

Using the CMP with prebid.js

In order to use the CMP with prebid.js you need to build prebid.js in version 1.0 or above
(version 0.3x of prebid.js don’t support CMPs). You can download the prebuild version from
http://prebid.org/download.html or build it yourself (download from
https://github.com/prebid/Prebid.js, build via gulp build --
modules=consentManagement,bidAdapter1,bidAdapter2,...).

1. Addthe normal CMP code to your website
2. Place the prebid.js file in your web directory and add the configuration scripts for
prebid.js to your website


https://www.ampproject.org/
http://prebid.org/download.html
https://github.com/prebid/Prebid.js
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3. Add aprebid.js consentManagement config to the normal prebid.js configuration like

this:
<script>
var PREBID TIMEOUT = 300;
var pbijs = pbis || {};

pbjs.que = pbjs.que || [];
pbjs.que.push (function ()

{

pbjs.setConfig(

{

consentManagement:

{

cmpApi: "iab", //needs to be iab

timeout: 8000, //timeout for prebid to wait for consent in ms
allowAuctionWithoutConsent: true //send requests without consent?

hs
;s
var units = [];
units[units.length] = {
code: "content",
sizes: [[300, 250]],
bids: [
{bidder: "criteo", params: {zonelId: "..."}},
{bidder: "fidelity", params: {zoneid: "...", floor: 0.05, server: "..."}},
{bidder: "stroeerCore", params: {sid: "..."}}

//more bidders here
]
}i
pbjs.addAdUnits (units) ;
pbjs.timeout = 300;
pbjs.requestBids ({ bidsBackHandler: function (bidResponses){ }, timeout: 300 });

1)
</script>

Pubvendors.json Manager (optional)

In order to integrate the CMP code into your website, please login to your consentmanager.net
account and click on “CMPs”. On this site you will find a table with all of your CMPs. For each
CMP you will find a link “Get pubvendors.json code” which will lead you to a page where you
can download the integration file.
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pubvendors.json Manager

Setup using .htaccess (Apache Webserver)
1. Download redirect file

\t URL. In order to do this, please download the f

2 Upload the file

Try itout

Setup using default.conf (Nginx Webserver)
1 Download redirect file

t URL. In order to do this, please d

Upload the file

Please make sure you download the version of the file that matches your webserver.

Forcing the consent screen

If you want the consent screen to show up (even for users that already gave consent), you can
do so by simply loading the page with either a hash (#cmpscreen) or parameter (?cmpscreen).
For example: http://www.mywebsite.com/#cmpscreen will force the consent screen to show.



http://www.mywebsite.com/#cmpscreen
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Passing and using consent with Google Tag

Manager (GTM)

In order to use consent information with Google Tag Manager (GTM), the CMP will push so
called data layers into GTM. The CMP will create the following data layer variables:

Variable Description

cmpGDPR 0 if GDPR does not apply, 1 if GDPR applies
cmpConsentString Sets the IAB consent string
cmpVendorsConsent Sets a comma separated list of vendor IDs

that got consent, e.g.,3,7,22,31,88, (list starts
and ends with comma)

cmpCustomVendorsConsent

Sets a comma separated list of custom vendor
IDs (vendors that are not part of the IAB
global vendor list) that got consent, e.g.
,82,112,556, (list starts and ends with comma)

cmpPurposesConsent

Sets a comma separated list of purposes that
got consent, e.g.,1,2,3,4,5, (list starts and ends
with comma)

In order to display certain codes only if consent is given, please follow these steps:

1. Create variablesin GTM: In GTM go to Variables > New and click on configure:

Alle Konten > Jaohawi AB

¢ € TagManager \w.strestdir.com +

ARBEITSBEREICH VERSIONEN VERWALTUNG

@  Esliegt eine neve Versi

Aktueller Arbeitsbereich Integrierte Variablen -

KONFIGURIEREN

Name ™

Default Workspace >

Q,  suche

@ Obersicht Event

Page Hostname
B Tags
Page Path

@  Trigger

I M Variablen I
B ordner \Benutzerdeﬁnier\evariab

Page URL

Referer

X Unbenannte Variable [

Variable konfigurieren

WEITERI
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2. Choose variable type Page Variables > Data Layer Variable, set the Variable Name and
if wanted a default value:

»  cmpGDPR [

Added in this workspace

Variable Configuration

Variable type
9 Data Layer Variable

Data Layer Variable Name 7

cmpGDPR ]

Data Layer Version

Version 2

Set Default Value

Default Value |7

1 L]

3. Insert all necessary variables (see table above)
4. Goto Triggers > New and click on configure:

All accounts > Jaohawi AB

€ ° Tag Manager www.streetdir.com ~ X Untitled Trigger 0

'WORKSPACE VERSIONS ADMIN
Trigger Configuration
[ ] racessing Terms. If you
Current Workspace Triggers
Defaut Workspace

Q  search Choose a trigger typ

LEARN
m Overview

B Tags

8  variables

W Folders

5. Useevent Name “cmpEvent” and add custom events to it:

Trigger Configuration

Trigger type
e Custom Event

Event name

cmpEvent

This trigger fires on

o All Custom Events

cmpVendorsConsent

cmpGDPR

|:| Use regex matching

@ Some Custom Events

Fire this trigger when an Event occurs and all of these conditions are true

contains
equals

Note: In order to distinguish between vendor “1”,“11” and “111” the consent lists will
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always start and end with a comma. If you want to make sure the trigger is fired only
with vendor 1 you should write “cmpVendorsConsent > contains >,1,”

Integrating postponed loading with Google GPT, DFP or Google AdSense

If you are using Google GPT, DFP or Google AdSense, please see the following URL for further
information how to stop the AdServer from requesting ads:

https://support.google.com/dfp premium/answer/7678538?hl=en&ref topic=9007190

In order to get notified when consent is given, you can use Events (see above). Here is a sample
code how an integration with DFP can look like:

<body>
. CMP CODE ....
<script>
function fireGoogle ()
{
__cmp('getVendorConsents',null,function (x,v)
{
if (x.purposeConsents && x.purposeConsents[l] && x.purposeConsents[3])
/lconsent for prupose 1 + 3 exists?
{
googletag.pubads () .setRequestNonPersonalizedAds (1) ;
}
else
{
googletag.pubads () .setRequestNonPersonalizedAds (0) ;
}
googletag.pubads () .refresh();
1)

}
cmp ("addEventListener", ["consent", fireGoogle ,false],null); //define

eventin order to get notification when consent data is ready
</script>

<script src="//www.googletagservices.com/tag/js/gpt.js">
/l... other DFP settings ...
googletag.pubads () .disableInitialLoad(); //PAUSE callsto DFP
/l... other DFP settings ...

</script>

Here is an example how an integration with Google AdSense can look like:

<body>
. CMP CODE ....
<script>

(adsbygoogle=window.adsbygoogle| | []) .pauseAdRequests=1;

function fireGoogleAdSense ()
{


https://support.google.com/dfp_premium/answer/7678538?hl=en&ref_topic=9007190
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__cmp ('getVendorConsents', null, function (x,y)

{

if (x.purposeConsents && x.purposeConsents[l] && x.purposeConsents[3])
/lconsent for prupose 1 + 3 exists?
{

(adsbygoogle=window.adsbygoogle| | []) .requestNonPersonalizedAds=0;
}
else
{
(adsbygoogle=window.adsbygoogle| | []) .requestNonPersonalizedAds=1;
}

(adsbygoogle=window.adsbygoogle| | []) .pauseAdRequests=0;
(adsbygoogle = window.adsbygoogle || []).push({});

)i
}

__cmp ("addEventListener", ["consent", fireGoogle, false],null); //define
event in order to get notification when consent data is ready
</script>

<script async

src="//pagead2.googlesyndication.com/pagead/js/adsbygoogle. js"></script>

<ins class="adsbygoogle"
style="display:inline-block;width:120px;height:600px"
data-ad-client="ca-pub-..."

data-ad-slot="..."></ins>
<script>
(adsbygoogle = window.adsbygoogle || []).push({});

</script>
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Other Technical information

Changes to the IAB CMP Framework JS API

In order to allow more flexibility, we added some extensions to our implementation of the IAB

CMP Framework JS API. These are:

_cmp(...,...,...,async)

_cmp("addEventListener",...) and
_cmp("removeEventListener", ...)

_cmp("consentStatus", ...)

__cmp("getCustomVendorConsents",

o)

_cmp("getUserID",...) and
_cmp("setUserID", x, ...)

Example:

<script>
var vendorid = 3; //vendor number 3
var purposeid = 1; //allow cookies

The global __cmp function is extended by a fourth
parameter. If present and set to false, the callback
function will fire immediately and will not be queued.

See section CMP Events below.

Returns a consent status object: {'consentExists':
true/false, 'consentData": '..."}

Equal to getVendorConsents but returns the values for
custom vendors set in the CMP settings

setUserlD sets the external ID for which the user is
known. getUserID and setUserID both return a user-1D
object: {'external”: ..., 'internal": ...}.

Note: The internal user ID is only available after
settings event is fired.

var X = _ cmp ("consentStatus", null, null, false);

if (typeof (X)
{

== 'object' && "consentExists" in X && X.consentExists)

/lconsent data is present, check if consent for vendor is given
var Yy = _ cmp("getVendorConsents", new Array (vendorid), null, false);

if (typeof (y) == 'object' && "gdprApplies" in Yy &&

(y.vendorConsents[vendorid]
{
/leverything is fine!
}

}
</script>

('y.gdprApplies ||

&& Y.purposeConsents[purposeid])))

(Please make sure to remove incorrect line breaks when coping the text above)

The example above shows a sample code on how you can check if the consent string is present
and if consent is given for a certain vendor & purpose in a synchronous way.

CMP Events

In order to get notifications when certain events occur, you can use the following JavaScript

Methods:
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e _ cmp("addEventListener",["eventname",callableFunction,capture],null)
e _cmp("removeEventListener",["eventname",callableFunction,capture],null)

The CMP can call the following events:

"init" CMP code is loaded and the stub code has been removed. At this
stage the CMP has no information about the consent yet.

"settings" CMP finished loading its settings. If a consent string existed already,
the consent data can now be read from the CMP.

"consentscreen" CMP shows the consent screen

"consentscreenoff"” CMP removes the consent screen

"consent" CMP has gathered consent or a preexisting cookie was found.
Consent data can now be read from the CMP.

"consentapproved" Visitor gave positive consent to all vendors/purposes

"consentrejected" Visitor rejected all vendors and purposes

"consentcustom" Visitor gave custom consent (accepts and rejections)

Event handler are defined as:

var handler = function (eventname, cmpobject){é}
Example:

<script>

function getinfos (e, o) { /*... do something ...*/ }
__cmp("addEventListener",["consent",geﬂnMS , false] ,null) ;

</script>

CMP AdBlocking / Postponing ad load

The CMP can postpone the load of ads on your website until consent is given. In order to enable
this feature you need to change existing creative codes on your website.

Please note, that blocking / postponed loading only works with asynchronous script codes and
Iframe codes.

Iframe-Codes
If you want to postpone an iframe code, please follow these steps:

1. Changethesrc="..." attribute of the iframe to data-cmp-src="..."
2. Add anew src="about:blank" attribute to the iframe

3. Ifaclass="..." exists, add “cmplazyload” to the value. If class does not exist, add the
attribute including the value

Example code before change:

<iframe width="300" height="250" noresize="noresize" scrolling="no"
frameborder="0" marginheight="0" marginwidth="0"
src="http://adserver.de/?x=1&y=2"
ALLOWTRANSPARENCY="true"></iframe>

Example code after change:
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<iframe width="300" height="250" noresize="noresize" scrolling="no"
frameborder="0" marginheight="0" marginwidth="0"
class="cmplazyload"
src="about:blank"
data-cmp-src="http://adserver.de/?x=1&y=2"
ALLOWTRANSPARENCY="true"></iframe>

asynchronous Script-Codes
If you want to postpone the load of an async. Script code, please follow these steps:

1. Changethesrc="..." attribute of the script to data-cmp-src="..."
2. Ifaclass="..." exists, add “cmplazyload” to the value. If class does not exist, add the
attribute including the value

Example code before change:

<ins class="asm async_creative" style="display:inline-block; width:300px;
height:250px; text-align:left;" data-asm-host="ads.adspirit.net" data-asm-
params="pid=395&wmid=525&nvc=1"></ins>

<script src="https://ads.adspirit.net/adasync.min.js" async
type="text/javascript"></script>

Example code after change:

<ins class="asm _async_creative" style="display:inline-block; width:300px;
height:250px; text-align:left;" data-asm-host="ads.adspirit.net" data-asm-
params="pid=395&wmid=525&nvc=1"></ins>

<script class="cmplazyload" data-cmp-src="https://ads.adspirit.net/adasync.min.js"
async type="text/javascript"></script>

Additional attributes
The following additional attributes can be added to script/iframe codes in order to further align
the delivery to certain consent results:

e data-cmp-hide="1" - if present, CMP will hide the iframe if consent is not given and
unhide the iframe if consent is given

e data-cmp-vendor="x" - CMP will only activate this script/iframe if consent for vendor x
is given

e data-cmp-purpose="x" - CMP will only activate this script/iframe if consent for
purpose x is given
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